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Abstract The pursuit of tiny computing and sensor devices become a big chal-
lenge in the Internet of Things (IoT) era. The process of powering such small-size
wireless nodes becomes more difficult as the battery adds extra weight, size, and
cost. Additionally, batteries replacement is impractical for the expected massive [oT
connectivity especially in inaccessible environments, while recharging is very diffi-
cult in multiple scenarios. Ambient backscatter communication (AmBC) solves this
problem by leveraging existing radio-frequency transmissions for wirelessly pow-
ering battery-free nodes. Due to the limited computational power of such nodes,
high-complexity security and authentication protocols are infeasible. Consequently,
it is imperative to exploit low-complexity techniques such as physical-layer secu-
rity (PLS). PLS is a key-less security technique that relies on the randomness of
the communication channel between the transceiver nodes for securing the trans-
mitted message. In this work, we consider the PLS of an ambient backscattering
IoT (AmBC-I0T) system. In AmBC-IoT system, backscattering 10T devices (BDs)
form a symbiotic system, in which the access point (i.e., radio frequency source)
supports not only the conventional legacy receiver but also the IoT transmission.
Specifically, we derive closed-form expressions for the secrecy outage probability
and the ergodic secrecy rate under passive eavesdropping. Additionally, we provide
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asymptotic analysis for both metrics to gain insights on the effect of different param-
eters on the performance. The accuracy of the analytical results has been validated
by extensive simulations.

1 Introduction

The Internet of Things (IoT) is a major player of the fifth generation (5G) and beyond
5G (B5G) mobile communication networks. IoT is expected to interconnect a mas-
sive number of devices for many application areas including smart networks, vehic-
ular networks, environmental monitoring and control [2]. Those interconnected [oT
devices varies in design, size, power consumption, and hardware limitations, how-
ever, the pursuit of tiny sensor devices is a big trend in the [oT era. The vision to
have small-size wireless devices faces many challenges including hardware, comput-
ing, battery replacement, and battery size limitations. Consequently, many concepts
have been investigated to solve those challenges such as the wireless RF energy
harvesting technology, which allows a wireless device to harvest energy from the
RF transmissions of another source to charge its battery to avoid depletion and the
need of regular replacement. The harvested energy could be used for powering the
transceiver circuitry, thus allowing the node to communicate with other entities in
the network.

However, this wireless-powered communication technology provides an option
for solving battery-replacement, it does not solve the size problem since the wire-
less node must have its own battery and oscillator circuitry needed for transmission,
which usually hinders the process of designing tiny nodes. Another early concept has
been investigated to jointly solve the power and size challenges is the RF identifica-
tion (RFID) communication, which require a dedicated device/source, i.e. the reader,
to provide RF power to a tiny battery-less passive, i.e. with no oscillator circuitry,
devices known as RFID tags. The basic concept of this RFID systems is the backscat-
tering principle, which allow backscattering devices (BDs) to transmit information by
reflecting and modulating incident RF signals by controlling their antennas’ reflection
coefficients via adapting impedance mismatch and harvesting a fraction of the energy
for circuit operations [ 16]. However, in this traditional backscattering communication
systems (BC), also known as bistatic backscatter configuration, the communication
process is always initiated by the dedicated reader which limits the widespread use
of BC-IoT.

Another step forward in the pursuit of designing tiny wireless nodes is the ambi-
ent backscatter communication (AmBC) technology. The idea behind AmBC is to
harvest power from the surrounding RF sources such as the cellular base stations,
digital television (DTV) transmitters, wireless fidelity (Wi-Fi) access points, and FM
radio signals, etc to power the circuits, and to symbiotically modulate the backscat-
tering devices (BDs) messages over the RF source signal [8, 16, 19]. In other words,
AmBC technology exploits the surrounding RF signals as both energy resources
and signal resources for reflection [7], which in turns reduces the communication
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system implementation and maintenance costs. Notice that the BDs’ signals that
are modulated over the ambient signal has a much lower data rate which facilitate
their separation at the receivers by averaging or successive interference cancellation
(SIC). The backscattering receiver, i.e., reader, in this case can decode and recover
the messages without the need to provide wireless power to the tags. Nguyen et al.
[12] have focused on finding the optimal energy detector at the receiver side and
estimating the corresponding bit error rate for AmBC.

Another interesting point is that the interference caused by the ambient backscatter
signal to other legacy wireless device is unnoticeable unless they in close proximity
[10] as demonstrated in a real experiment in [10].

Although AmBC has presented itself as a promising candidate for self-sustainable
IoT communication systems because of its energy-saving and tiny size features,
it leads to another security challenge. Due to the limited computational power of
such tiny nodes, high-complexity security and authentication protocols are likely
to be infeasible. Consequently, it is vital to design alternative non-computational/
cryptographic based security techniques to protect the confidentiality of messages
in AmBC systems. Physical-layer security (PLS) and physical-layer authentication
(PLS) are two major security paradigms that rely on the physical properties of the
wireless communication channels between two communicating nodes under different
scenarios including cooperative relay network, vehicular-to-everything networks,
non-orthogonal multiple access, millimeter waves and massive MIMO, etc [4-6].

PLS is a key-less security technique that allow hiding messages from potential
eavesdroppers without a shared secret key by relying on the randomness of the com-
munication channel between the transceiver nodes. Consequently, PLS denotes the
study of techniques and algorithms that aim at improving the security of networks by
exploiting the properties of the physical layer such as noise and fading. In [18], Wyner
has laid the foundations of PLS assuming a much noisier eavesdropper’s channel with
respect to the legitimate receiver. In other words, PLS exploits the difference in quality
between legitimate transceiver pair channel and the transmitter-eavesdroppers chan-
nel to securely transmit a message from a source to an intended legitimate receiver,
which leads to a positive secrecy rate only if the legitimate receiver channel is better
than the channel to any eavesdropper. Several research work have been dedicated
for investigating the PLS of traditional and ambient backscattering communication
(BC and AmBC) [7, 15, 17, 20, 21]. In [7], the authors have proposed a machine
learning based antenna design scheme for reducing the side lobs in order to improve
the PLS of traditional BC. In [20], a noise-injection precoding strategy is proposed to
safe-guard the security in MIMO and MISO BC. In [15], the author proposed a relay
selection strategy using artificial noise at the selected relay node for maximizing the
positive secrecy rate at the reader. In [21], the authors have proposed a time-division
based protocol to enhance the security of data transmission between the multiple
tags and the reader in AmBC system.

Despite the significant aforementioned contributions up to now, there is still a gap
regarding the theoretical tools for inspecting the performance analysis of different
types of backscattering communication. In this chapter, with the objective of eval-
uating the security performance, closed-form analytical expressions for the secrecy
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outage probability (SOP) and ergodic secrecy rate (ESR) of an ambient backscatter
IoT communications system in the presence of a passive eavesdropper. Further-
more, to gain more insights for the system design, we obtain asymptotic closed-form
expressions for the SOP and ESR over Rayleigh fading channels.

2 System Model

We consider a communication scenario where a group of battery-less 10T tags
is exploiting the transmission of an ambient radio-frequency source to its legacy
receiver by reflecting and modulating incident RF signals to transmit their own mes-
sages. The considered ambient backscattering [oT system (AmBC-IoTs) consists of
aradio-frequency source (S), N distributed IoT tags, and a reader (R), where the tags
transmit their messages on a time-division basis, such that the nth IoT tag transmits
for a duration 7,,. We investigate the secrecy performance of this AmBC-10T system
in the presence of a passive eavesdropper (E) that overhear the tags’ transmissions
as shown in Fig. 1. All nodes are equipped with a single antenna, while the chan-
nels coefficients are assumed to be independent, identically distributed quasi static
with Rayleigh distribution, CA/(0, 2,), where Q, = PL,d ™ is the mean power of
channel x, PL, is the path loss constant, d is the transmission distance, and « is
the path-loss exponent. We denote f,, h,, g, fo, and f, the channel gains from S
to the nth tag, nth tag to the reader, nth tag to the eavesdropper, S to reader, and S
to eavesdropper, respectively forn € [1, N] with mean powers €2 ¢, Qpp, Qgn, 270,
and €2 ., respectively.

The received signals at the reader (R) and the eavesdropper from the nth tag and
the RF source at the nth time slot can be expressed as follow

YR(t) = foXo®) 4+ /B fuhnXo(@)en (1) + w (1) (1)
V() = foXo(t) + v/ B FagnXo(t)en(t) + we (1), )

where x, () is the message to the legacy user with E [|x,(t)|*] = p,, 3 is the reflec-
tion coefficient with 0 < 8 < 1, ¢, (¢) is the backscatter device (BD) message where
E[lea(0)I*] = 1, and w, (r) and w, () is the additive white Gaussian noises (AWGN)
at both the reader and the eavesdropper, respectively, with zero mean and variance .

Similar to [9, 11], we assume that SIC is used at both nodes (R and E) to cancel
the strong signal of the ambient transmission, consequently the signal-to-interference

plus noise ratios (SINRs) at both nodes are given respectively as follows

Vg = p | ful® 11l (3)
YhE = P |fn|2 |gn|2’ (4)
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Fig. 1 A typical multi-tag ambient backscatter system under passive eavesdropping

where p = % is the transmit SNR of the ambient source. In the next two sections,
we derive the SOP and the ergodic secrecy rate of the nth tag.

3 Secrecy Outage Probability (SOP)

The SOP is defined as the probability that the secrecy capacity (C}') achieved by the
tag is less than certain threshold value (Ry), where C7 is defined as the difference
between the achievable capacity of the tag and the eavesdropper, i.e, C;' = C, — C,,
where C,, = T, log,(1 + v,&) and C, = T, log,(1 + 7,z). Consequently, the SOP
can be mathematically formulated as follows

L+
P = Pr <Tn log, (ﬂ) < Rs>
1 + YnE

e
— Pr (ﬂ < n,,) , (5)
1 + ’)/nE

where 7, = 2R/ Tr, By substituting (3) and (4), the SOP can be reformulated as
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: r(lfl(ll mlenl) < 7
= Pr|If,PY W”_1>
r<|f| = p3
00 =1
:/O FY(Wpﬂx)ﬁf”lz(x)dx, (6)

where Y = |h,|> — 7, | gn 12, and i () is the probability density function (PDF)
of the exponentially distributed random variable | f, |> and Fy(.) is the cumulative
distribution function (CDF) of the random variable Y. In order to find the SOP in

(6), we need to find the CDF of Y, which can be derived as follows
Fy(y)=Pr(Y1—Yh<y)=Pr(Y1 <Yr+y)

00 2+
_ f / Fri 00 fra (o) dyr dy
yz=0 n =0

th e P

-] —mZ "
th + 7T,,an

(7

where Y| and Y, are exponentially distributed random variables with parameters €2,
and 7, $2,,, respectively. By substituting (7) into (6), the SOP can be formulated as
follows

th o Mo X
P! =1- exp| —— — dx
an(th + 7"'ann) 0 X an
| (52)y/A110S2 arm )
th + Wann ! an ’

where 1, = pﬂg 5]{ , K is the Bessel function, and (a) follows from [ 14, Eq. (3.324.1)].

-
IS

4 Ergodic Secrecy Rate (ESR)

For the sake of analyzing the time-varying security features of the wireless channels,
we need to evaluate the average secrecy transmission rate which can be found be
averaging over wireless fading channels. Consequently, the ergodic secrecy rate can
be mathematically formulated as the expectation of the non-negative secrecy capacity
follows

ESR=F {[C;]+} =FE {[Cn - Cen]+}
2 [E {Cn} —E {Cen}]+ (9)
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where the lower bound can be expressed as ESR; 3 = E {C,,} — E {C,,}. In the fol-
lowing we derive the expectation of both C, and C,, over Rayleigh fading channels
as follows

’)nR (X)

T, * 11— 10
n2) tmr)l = (2)/ T x (10)

where F, , (x) is the CDF of ~, g, which can be derived as follows

E{C,} =

F,,(x) = Pr <|hn|2 1ful? < i)

pB
/31
:f / ' Sinp(W2) £z 2(w1) dwy dw
w1—0 wz—O
4 4
(2 1 — —x K, —x (11)
p 6 th an 1% 6 th an

where 11 = Jin,p () and f|, 2(.) are the PDFs of the exponentially dis-

4
P ﬂ th an ’
tributed random variables |/, |* and | Jn 1%, respectively, and (b) follows from [14, Egs.
(3.324.1)]. By substituting (11) into (10), E{C,} can be reformulated as follows

E{C} = —= /OO A W) 4
(2) I +x
T,/ 1 -
= T K () d (12)

Notice that the integration in (12) has no closed-form expression in terms of
elementary functions. However, the integrands of (12) can be expressed in terms of
Meijer’s G-functions relying on [1, Egs. (10,14)] as follows

\/_ 1 1,1 2,0 -
BiC) =50 [TxiG gl 63 (4

H1x
T) dx (13)

where the integration in (13) can be solved using [1, Eq. (21)] as follows

E{ n}_ﬁG?:;a(om’m) (14)

By wusing similar approach, we could derive the CDF F, (x)=
1 — Ju2xKi(/12x), then the C,,, can be expressed as follows

E(Cu = 2 (2)G?%(001]“2) (15)
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where i, = ﬁ. By substituting (14) and (15), the lower bound of the ESR
I gn fn
can be expressed as follows
T, 3,1 o |HM1 3,1 0o |H2
SRip = Q) (Gl, 3 (0,0,1 j) - Gi3 (o,o,1 ‘Z» (16)

5 Asymptotic Performance Analysis

Since the expressions of the SOP and the ESR are given in terms of the Bessel
and Meijer’s G-functions, for the sake of providing more insights on the effect of
different parameters, the asymptotic SOP and ESR are developed in this section using
the residue theorem and [3]. The asymptotic values of the Meijer’s G-functions at
high SNR (p — o0) can be found by evaluating the residue of the integrands at the
closest poles to the contour of Mellin-Barness integral [13].

5.1 Asymptotic SOP

By transforming the Bessel function into an equivalent meijer G-function using [1,
Eq.(14)], we can express the SOP as follows

n _1 2,0 — ,uo
Bo=1= e 2 Ga (é_é an> 4
where
2 (mp — D2y

(18)

n

B (th + 7Tann) ﬁ an

By applying the residue theorem on (17), where asymptotic value of the meijer
G-function equals to the negative of the residue at the smallest pole on the right of
the contour of Mellin-Barness integral since s’;ff — (0 as p — oo. Since the closest
pole to the contour in this case is a first order pole at S = 0.5, the asymptotic value

of the G-function in (17) can be expressed as follows

G® = —Res [r(o.s — ) T(=0.5—s) (g’; ) ,0.5]
fn

T, — 1 -
= <6QZ. ,0) (19)

[S1E
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where I'(.) is the Gamma function [ 14, Egs. (3.310.1)] and Res| f, S,]is the residue of
afunction ( f) at the pole S,. By substituting (19) into (17), the asymptotic expression
of the SOP can be expressed as follows

Qpy
P =1 M (20)
th + T an
and consequently the diversity order can be derived as follows
1 Pn,oo
dy = — lim €D @1)
p—~>oo  logp

5.2 Asymptotic ESR

By applying the residue theorem to (16), we can find the negative of residue at the
smallest pole on the right, which is a second order pole § = 0. Knowing that the
residue of f; at a K-order pole S, is given as ﬁ limg_, g, % ((S — S,k fi)’ the
asymptotic values of the two G-functions in (16) are given as G° = 2+ + In(Z;),
where i € {1,2}, Z; = “Z f=T2(=s) T —=s) T +s) Z?, and 7 is the Euler-
Macheroni constant [14, Egs. (8.367.1)]. By substituting G{° and G5° into (16), the
asymptotic ESR can be expressed as follows

T,
ESRS, ~ —in (2
In(2)  \

~ ln<9h"> (22)
2 \ Qe

6 Results and Discussions

In this section, representative numerical results are presented to illustrate the derived
performance metrics, based on which some insights are highlighted. Monte Carlo
simulations are generated to corroborate the proposed analysis. Unless mentioned
otherwise, the simulation parameters used for generating the plots are as follows: the
channels mean powersare Qr, =2, Qp, =35, Q,, =[0.1, 1], Qf, =1, Qp, =1,
a normalized system bandwidth of 1 Hz, the secrecy rate threshold R; = 0.01 bits
per channel use, and the tag reflection Coefficient B = [0.5, 0.7].

Figure 2 plots the secrecy outage probability of the nth tag as a function of p for
two different reflection coefficient (B) and two different mean powers for the tag-to-
eavesdropper channel (£2,,) given a fixed mean power for the tag-to-reader channel
mean power (£2;,). The simulation results show the improvement of the SOP with
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the increase of p. However, we can see that for all cases, there is a floor for the SOP
that depends on the value of €2,, (since we assume a fixed value of €2;,). Notice
also the effect of the reflection coefficient (B) on the SOP, where the increase in B
improves the SOP.

Figure 3 plots ergodic secrecy rate as a function of p for the same parameter
settings as Fig. 2. The results show an improvement in the achievable ESR with the
increase of the reflection coefficient due to the improvement of the SNR. However,
we can acquire a higher improvement in the ESR when the eavesdropper channel (i.e.,
when Q,, = 0.1) is much weaker than the reader channel similar to the improvement
in SOP in Fig.2. Notice also that the ESR is much higher when the eavesdropper
channel is weak. The asymptotic behavior of the ESR show a ceiling at high SNR
(i.e., p — 00), where the ESR saturates at the value derived in (22).

In addition, the analytical results closely follow the simulation results, which
corroborates the analysis and the derivation of both SOP and ESR. Notice that the
asymptotic ESR and SOP perfectly match the analytical results starting from 0 dB
up to high SNR and saturates at different values for all cases. The saturation level
of the ESR is inversely proportional to the logarithm of £2,,, which confirms the
asymptotic analytical results in (22). On the other hand, we can see that the saturation
level of the SOP is directly proportional with €2,,, which means that having a lower
Q,, leads to a better SOP, which also coincides with the asymptotic results in (20).
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Figures4 and 5 plot the SOP and ESR versus p similar to Fig. 2 and Fig. 3, respec-
tively, however, we fix both Q,, = 0.1 and €2, = 5, while we change the values of
B and the mean power of the source-to-tag channel, i.e., 2y, = [1, 5]. The results
show that increasing the channel mean power improves both SOP and ESR since this
means that the tag is closer to the RF power source. Notice that the saturation levels
(i.e., the ceiling of the ESR and the floor of the SOP) are constant for all scenarios
since the asymptotic expressions of both SOP and ESR do not depend on 2, or B
as shown in (20) and (22).

7 Conclusion

Being motivated by investigating the interplay between physical-layer security and
ambient backscattering systems, we studied the physical layer security of an ambient
backscattering IoT system where battery-less IoT tags are communicating with a
reader in the presence of a passive eavesdropper. Closed-form expression of the
secrecy outage probability and ergodic secrecy rate are derived to investigate the
performance of different parameters. The results shows that both SOP and ESR
improves when the eavesdropper channel is weaker than the reader channel. Extensive
simulations were conducted to verify the correctness of the analytical derivations.
As a future extension, we intend to derive the system SOP and ESR taking into
consideration the worst-case [oT tag.
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